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10)£3 The drawing(s) filed on 06 December 2001 is/are: a)E3 accepted or b)D objected to by the Examiner. 
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DETAILED ACTION 

1. Claims 1-39 have been examined. 

Oa th/Declara tion 

2. The oath or declaration is defective. A new oath or declaration in compliance 
with 37 CFR 1.67(a) identifying this application by application number and filing date is 
required. See MPEP §§ 602.01 and 602.02. 

The oath or declaration is defective because: It is not signed by the inventors. 

Specification 

3. The disclosure is objected to because of the following informalities: Related 
application's serial number is missing on pages 1 and 2. 

Appropriate correction is required. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

5. The term "about" in claims 5, 12, 22 and 24 is a relative term which renders the 
claims indefinite. The term "about" is not defined by the claim, the specification does 
not provide a standard for ascertaining the requisite degree, and one of ordinary skill in 
the art would not be reasonably apprised of the scope of the invention. The term 
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"about" has to be explicitly defined in claims 5, 12, 22 and 24 so that there would not be 
any ambiguity. 



Claim Rejections - 35 USC § 101 

1 . The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment' by multiple assignees. See In re Goodman, 1 1 
F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 
1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970);and, In re Thorington, 
418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may be 
used to overcome an actual or provisional rejection based on a nonstatutory double 
patenting ground provided the conflicting application or patent is shown to be commonly 
owned with this application. See 37 CFR 1 .130(b). 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 

2. Claims 1-7 and 13-39 are provisionally rejected under the judicially created 
doctrine of double patenting over claims 7, 22, 23 and 31 of copending Application No. 
10/006,554. Although the conflicting claims are not identical, they are not patentably 

> distinct from each other because the application '554 teaches all the claims limitation 
except the differences that are underlined in the following table: 



10/006465 


10/006554 


1 . A method of accessing an encrypted 
track on a removable media with a device, 
the track comprising frames having 
content, the method comprising: 
authorizing the media; decrypting the track 
by a process comprising: (a) calculating a 
media unique key; and thereafter (b) 


7. The software program of claim 1 
wherein decrypting the audio or video 
content comprises: (a) calculating a media 
unique key; and thereafter (b) decrypting a 
title key stored in the memory of the device 
with the media unique key; and thereafter 
(c) decrypting a group of frames; and 
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decrypting a title key stored in the memory 
of the device with the media unique key; 
and thereafter (c) decrypting a group of 
frames; and thereafter (d) deleting the 
decrypted title key; (e) deleting the media 
unique Key, dnu \\) repealing \a) inrougn 
(e) until the entire track is completed. 


thereafter (d) deleting the decrypted title 
key; (e) deleting the media unique key; 
and (f) repeating (a) through (e) until the 
entire track is completed. 

^z. i ne system 01 ciaim ^ i , wnerein ine 
one or more keys are in a decrypted state 
for the time it takes to decrypt and process 
less than one second to about five 
seconds of decoded content. 


13. A system for enabling a device to read 
an encrypted file having encrypted content 
from a media, and to write an encrypted 
file having encrypted content to a media, 
the system comprising: a computing unit 
and a system memory; interface means for 
receiving commands from the device; 
secure dynamic decryption means 
configured to: (a) copy an encrypted title 
key from the media to a memory of the 
aevice, (U) aecrypt ine encryptea tine Key, 
(c) decrypt a portion of encrypted content 
with the decrypted title key, (d) delete the 
decrypted title key, and (e) repeat a-d such 
until all of the content of the file has been 
decrypted, and wherein the decrypted title 
kevs reside in and are accessible onlv to 
the secure means of the svstem. 


23. A system enabling a portable device to 
access encrypted music on a memory 
storage device comprising: one or more 
application programming interfaces 
configured to: receive a plurality of 
commands from a user interface of the 
portable device; and send commands to 
an isolated security engine, the isolated 
security engine configured to: receive 
commands from the application 
programming interlace, copy encrypted 
keys and encrypted content from the 
memory storage device to a memory of the 
portable device; decrypt the keys; decrypt 
the content using the decrypted keys; and 
thereafter delete the decrypted keys. 


20. A system that enables a device to 
decrypt a file having encrypted content on 
a secure medium, the system comprising: 
one or more user interface modules for 
receiving commands from the device; an 

afJfJIIL/cHIUI lo (Jl uyi di 1 II Mil ly liueildoe IUi 

receiving the commands from the one or 
more user interface modules and 
managing the retrieval and storage of 
encrypted content from the secure 
medium; a security engine for decrypting 
the encrypted content and the one or more 
encrypted keys sent from the secure 


31 . A software system that enables a 
device to access content on a secure 
medium comprising: one or more user 
interface modules for receiving commands 
from the device; an applications 
prugidmrning iniendue lor receiving me 
commands from the user interface 
module(s) and managing the retrieval and 
storage of both encrypted and non 
encrypted content from the secure 
medium; a security engine for decrypting 
the encrypted content and encrypted keys 
sent from the secure medium to memory 
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medium to a memory of the device, the 
decrypted keys used to decrypt the 
encrypted content, wherein the one or 
more keys are contained in an encrypted 
data segment, and the security engine (a) 
decrypts one or more of the keys, (b) 
decrypts a portion of the encrypted content 
using the one or more decrypted keys, and 
(c) deletes the one or more decrypted 
keys, and (d) repeats (a)-(c) until all 
portions of the content are decrypted. 



of the device, the decrypted keys used to 
decrypt the encrypted content, and 
wherein one or more of the keys are 
contained in a first encrypted data 
segment, and encrypted content is 
contained in a second encrypted data 
segment, and the security engine buffers 
and decrypts a portion of the first data 
segment, buffers and decrypts the second 
data segment, and thereafter deletes the 
decrypted one or more keys before 
decrypting the, such that decrypted keys 
are in a decrypted state for the time it 
takes to decrypt less than one to about five 
seconds of content. 



a. Both '465 (claim 1) and '554 (claims 7 and 22) teach accessing an encrypted 
content on a media by authorizing the media and decrypting the content. 

b. Both '465 (claim 13) and '554 (claim 23) teach a system of enabling a device 
to read and access encrypted content on a media or memory storage. The only 
exception is claim 13 in '465 has a computing unit. However, it would have been 
obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the device disclosed by '554 to include a computing unit This modification would 
have been obvious because a person having ordinary skill in the art would have been 
motivated to do so because the device disclosed by '554 has to a have a computing unit 
in order to perform decryption, copying and deletion. 

c. Both '465 (claim 20) and '554 (claim 31) teach a system of enabling a device 
to read and access encrypted content on a media or memory storage. The only 
exception is claim 20 in '465 the decryption process is performed by decrypting only a 
portion of the encrypted content using one or more decrypting keys while claim 31 in 
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'554 has a buffer and decrypts a portion of the first data segment, buffers and decrypts 
the second data segment. However, it would have been obvious to a person having 
ordinary skill in the art at the time the invention was made to modify the system 
disclosed by '554 to include the decryption process is performed by decrypting only a 
portion of the encrypted content using one or more decrypting keys. This modification 
would have been obvious because f a person having ordinary skill in the art would have 
been motivated to do so because decrypting only a portion of the encrypted content 
using one or more decrypting keys would like using a buffer would facilitate the 
decryption process thereby allowing fast access to the encrypted content. 

This is a provisional double patenting rejection since the conflicting claims have 
not in fact been patented. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 

the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 

the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 
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consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f)or(g) 
prior art under 35 U.S.C. 103(a). 

7. Claims 1, 5-7 and 13-32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Tagawa et al. (hereinafter Tagawa) United States Letter Patent 
Number 6,832,293 in view of Dolan et al. (hereinafter Dolan) United States Letter Patent 
Number 5,604,801. 
As per claim 1 : 

Tagawa teaches a method of accessing an encrypted track on a removable 
media with a device, the track comprising frames having content, the method 
comprising: authorizing the media; decrypting the track by a process comprising: 

(a) calculating a media unique key; (Col. 9, lines 20-21) and thereafter 

(b) decrypting a title key stored in the memory of the device with the media 
unique key; (Col. 9, lines 14-29) and thereafter 

(c) decrypting a group of frames; (Col. 5, lines 65-66; Col. 83, lines 51-52 and 
lines 66-67; Col. 90, lines 10-18; Col. 94, lines 22-32) 

Tagawa does not explicitly disclose (d) deleting the decrypted title key; and (e) 
deleting the media unique key; and (f) repeating (a) through (e) until the entire track is 
completed. 

Dolan in analogous art, however, discloses (d) deleting the decrypted title key; 
(Col. 3, lines 1 1-14) and (e) deleting the media unique key; (Col. 3, lines 11-14) and (f) 
repeating (a) through (e) until the entire track is completed. (Col. 3, lines 11-14; ...after 
use; after use is interpreted as until the entire track is completed) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa to 
include deleting the decrypted title key; deleting the media unique key; and repeating (a) 
through (e) until the entire track is completed. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by, Dolan (Col. 2, lines 27-28) in order not to compromise the 
decryption key. 
As per claim 5: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a method wherein the group of frames comprises less than 
one to about five seconds of content in a decoded or decompressed form. (Col. 15, 
lines 59-65) 
As per claim 6: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a method wherein decrypting the track comprises decrypting 
one or more files, the files comprising the frames. (Col. 5, lines 65-66; Col. 13, lines 8- 
1 1 ; Col. 83, lines 51-52 and lines 66-67; Col. 90, lines 10-18; Col. 94, lines 22-32) 
As per claim 7: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a method comprising decoding and decompressing the track. 
(Col. 42, lines 52-56; Col. 55, lines 1-5) 
As per calim 13: 
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Tagawa teaches a system for enabling a device to read an encrypted file having 
encrypted content from a media, and to write an encrypted file having encrypted content 
to a media, the system comprising: 

a computing unit, and a system memory; (Figure 52, items 3, 4 and 10) 

interface means for receiving commands from the device; (Col. 1 1 , line 67; Col. 
12, line 1; Col. 41, lines 20-21) 

secure dynamic decryption means configured to: 

(a) copy an encrypted title key from the media to a memory of the device, (Col. 
12, lines 16-61; Col. 46, lines 10-11) 

(b) decrypt the encrypted title key, (Col. 9, line16-24) 

(c) decrypt a portion of encrypted content with the decrypted title key, (Col. 12, 
lines 1-12; Col. 41 lines 25-29) 

Tagawa does not explicitly disclose (d) delete the decrypted title key, and (e) 
repeat a-d such until all of the content of the file has been decrypted, and wherein the 
decrypted title keys reside in and are accessible only to the secure means of the 
system. 

Dolan in analogous art, however, discloses (d) delete the decrypted title key, 
(Col. 3, lines 11-14) and (e) repeat a-d such until all of the content of the file has been 
decrypted, and wherein the decrypted title keys reside in and are accessible only to the 
secure means of the system. (Col. 3, lines 11-14) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Tagawa to 
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include (d) delete the decrypted title key, and (e) repeat a-d such until all of the content 
of the file has been decrypted, and wherein the decrypted title keys reside in and are 
accessible only to the secure means of the system. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by, Dolan (Col. 2, lines 27-28) in order not to compromise the 
decryption key. 
As per claim 14: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the title key is in a decrypted state for the 
time it takes to decrypt 5 seconds or less of content in a decompressed and decoded 
state when played back. (Col. 15, lines 59-65) 
As per claims 1 5 and 26: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system comprising a digital signal processor. (Col. 8, lines 
41-50; Col. 55, lines 1-5) 
As per claims 16 and 27: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the interface means and secure dynamic 
decryption means are stored in a system memory of the device. (Col. 41, lines 20-33) 
As per claims 17 and 28: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the interface means and secure dynamic 
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decryption means are executed by the computing unit. (Col. 41, lines 32-33) 
As per claims 18: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the secure dynamic decryption means is 
stored in memory of the digital signal processor, and executed by the digital signal 
processor. (Col. 41, lines 32-33) 
As per claim 19: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the interface means is executed by the 
digital signal processor. (Col. 41, lines 32-33) 
As per claim 20: 

Tagawa teaches a system that enables a device to decrypt a file having 
encrypted content on a secure medium, the system comprising: 

one or more user interface modules for receiving commands from the device; 
(Col. 11, line 67; Col. 12, line 1; Col. 41, lines 20-21) 

an applications programming interface for receiving the commands from the one 
or more user interface modules and managing the retrieval and storage of encrypted 
content from the secure medium; (Col. 1 1 , line 67; Col. 1 2, line 1 ; Col. 41 , lines 20-21 ) 

a security engine for decrypting the encrypted content and the one or more 
encrypted keys sent from the secure medium to a memory of the device, the decrypted 
keys used to decrypt the encrypted content, (Col. 9, lines 16-24; Col. 12, lines 1-12; Col. 
41 lines 25-29) wherein 
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the one or more keys are contained in an encrypted data segment, and the 
security engine (a) decrypts one or more of the keys, (Col. 9, line16-24; Col. 12, lines 
16-61) (b) decrypts a portion of the encrypted content using the one or more decrypted 
keys, (Col. 1 2, lines 1 -61 ; Col. 41 lines 25-29) and 

Tagawa does not explicitly disclose (c) deletes the one or more decrypted keys, 
and (d) repeats (a)-(c) until all portions of the content are decrypted. 

Dolan in analogous art, however, discloses (c) deletes the one or more decrypted 
keys, (Col. 3, lines 11-14) and (d) repeats (a)-(c) until all portions of the content are 
decrypted. (Col. 3, lines 11-14) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Tagawa to 
include (c) deletes the one or more decrypted keys, and (d) repeats (a)-(c) until all 
portions of the content are decrypted. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to do so, 
as suggested by, Dolan (Col. 2, lines 27-28) in order not to compromise the decryption 
key. 

As per claim 21: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the content is encoded in the AAC, MP3 or 
WMA format. (Col. 55, lines 1-5) 
As per claim 22: 
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Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the one or more keys are in a decrypted 
state for the time it takes to decrypt and process less than one second to about five 
seconds of decoded content. (Col. 15, lines 59-65) 
As per claim 23: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the data segment comprising the one or 
more encrypted keys is buffered and decrypted in fractional portions. (Col. 9, lines 16- 
24; Col. 12, lines 1-12; Col. 41 lines 25-29) 
As per claim 24: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the fractional portion is about 512 bytes. 
(Col. 17, lines 60-64) 
As per claim 25: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the device comprises a computing unit, 
system memory, and a hardware interface. (Col. 41, lines 32-33) 
As per claim 29: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the system is stored in RAM of the digital 
signal processor. (Col. 41, lines 38-42) 
As per claim 30: 
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Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein a portion of the system is stored in the 
system memory of the device and a portion of the system is stored in RAM of the digital 
signal processor. (Col. 41, lines 38-42) 
As per claim 31: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the portion of the system stored in the RAM 
of the digital signal processor is executed by the digital signal processor. (Col. 41, lines 
32-33 and lines 38-42) 
As per claim 32: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the portion of the system stored in the RAM 
of the digital signal processor comprises the security engine. (Col. 41, lines 32-33 and 
lines 38-42) 

8. Claims 2-4, 8-12 and 38-39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Tagawa et al. (hereinafter Tagawa) United States Letter Patent 
Number 6,832,293 in view of Dolan et al. (hereinafter Dolan) United States Letter Patent 
Number 5,604,801 and further in view of Ansell et al. (hereinafter Ansell) United States 
Letter Patent Number 6,367,01 9. 
As per claim 2: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a method wherein authorizing the media comprises: 
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calculating a media key; (Col. 9, lines 20-21) and thereafter 
calculating a media unique key from the media key; (Col. 9, lines 20-21) 
In addition, Dolan further discloses deleting the media key; (Col. 3, lines 11-14) 
and thereafter deleting the media unique key. (Col. 3, lines 11-14) 

Both references do not explicitly disclose a method of calculating a session key 
from the media unique key. 

Ansell in analogous art, however, discloses calculating a session key from the 
media unique key. (Col. 7, line 19; calculating is interpreted as decrypting, the 
interpretation is given based on the description given on the disclosure) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa and 
Dolan to include calculating a session key from the media unique key. This modification 
would have been obvious because a person having ordinary skill in the art would have 
been motivated to do so, as suggested by, Ansell (Col. 7, lines 20-22) in order not to 
have a secure communication between the media and the device. 
As per claim 3: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a method wherein authorizing the media comprising: copying 
the singly encrypted title key from the media into a memory of the device. (Col. 12, lines 
16-61; Col. 46, lines 10-11) 
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Both references do not explicitly disclose decrypting a doubly encrypted title key 
stored in the media with a session key calculated while authorizing the media to 
produce a singly encrypted title key. 

Ansell in analogous art, however, discloses decrypting a doubly encrypted title 
key stored in the media with a session key calculated while authorizing the media to 
produce a singly encrypted title key. (Col. 7, line 19) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa and 
Dolan to include decrypting a doubly encrypted title key stored in the media with a 
session key calculated while authorizing the media to produce a singly encrypted title 
key. This modification would have been obvious because a person having ordinary skill 
in the art would have been motivated to do so, as suggested by, Ansell (Col. 7, lines 20- 
22) in order not to have a secure communication between the media and the device. 
As per claim 4: 

Tagawa, Dolan and Ansell teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a method wherein calculating the media key 
comprises: 

(a) reading a first record of a media key block from a buffer; (Col. 12, lines 16-61 ; 
Col. 46, lines 10-11) 

(b) updating the buffer offset based on the length and type of the first record; 
(Col. 12, lines 16-61; Col. 46, lines 14-16) 
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(c) reading another record of the media key block at the updated buffer offset; 

s 

(Col. 12, lines 16-61; Col. 25, lines 7-11; Col. 46, lines 14-16) and 

(d) repeating (a)-(c) until all necessary records of the media key block are read 
and the media key is calculated. (Col. 12, lines 1-12; Col. 41 lines 25-29) 

As per claim 8: 

Tagawa teaches a method of accessing an encrypted data file on a removable 
media with a device, the data file comprising frames having content, the method 
comprising: authorizing the media for a user session by a process comprising: 
calculating a media key; (Col. 9, lines 20-21) and thereafter 
calculating a media unique key from the media key; (Col. 9, lines 20-21) and 
thereafter 

copying the singly encrypted title key from the media into a memory of the 
device; (Col. 12, lines 16-61 ; Col. 46, lines 10-11) and 
decrypting the file by a process comprising: 

(a) calculating the media unique key; (Col. 9, lines 20-21) and thereafter 

(b) decrypting the title key stored in the memory of the device with the media 
unique key; (Col. 9, lines 20-21) and thereafter 

(c) decrypting a group of frames; (Col. 5, lines 65-66; Col. 83, lines 51-52 and 
lines 66-67; Col. 90, lines 10-18; Col. 94, lines 22-32) and thereafter 

Tagawa does not explicitly disclose a method of (d) deleting the decrypted title 
key; (e) deleting the media unique key; and (f) repeating (a) through (e) until the entire 
file is completed. 
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Dolan in analogous art, however, discloses (d) deleting the decrypted title key; 
(Col. 3, lines 1 1r14) and (e) deleting the media unique key; (Col. 3, lines 11-14) and (f) 
repeating (a) through (e) until the entire track is completed. (Col. 3, lines 11-14) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa to 
include deleting the decrypted title key; deleting the media unique key; and repeating (a) 
through (e) until the entire track is completed. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by, Dolan (Col. 2, lines 27-28) in order not to compromise the 
decryption key. 

Both references do not explicitly disclose a method of calculating a session key 
from the media unique key; and decrypting a doubly encrypted title key stored in the 
media with the session key to produce a singly encrypted title key. 

Ansell in analogous art, however, discloses calculating a session key from the 
media unique key; (Col. 7, line 19) and decrypting a doubly encrypted title key stored in 
the media with the session key to produce a singly encrypted title key; (Col. 7, lines 19- 
22) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa and 
Dolan to include calculating a session key from the media unique key; and decrypting a 
doubly encrypted title key stored in the media with the session key to produce a singly 
encrypted title key. This modification would have been obvious because a person 
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having ordinary skill in the art would have been motivated to do so, as suggested by, 
Ansell (Col. 7, lines 20-22) in order not to have a secure communication between the 
media and the device. 
As per claim 9: 

Tagawa, Dolan and Ansell teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a method wherein calculating the media key 
comprises: 

dividing a media key block into chunks, (Col. 1 1 , lines 59-64) 

the chunks comprising bytes of encrypted data; (Col. 12, lines 17-61) and 

encrypting a key within the media key block by setting the buffer to read at an 

offset within a specific chunk of the block. (Col. 9, line16-24) 

As per claim 10: 

Tagawa, Dolan and Ansell teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a method wherein decrypting the key comprises: 

(a) calculating a media key from first record; (Col. 9, lines 20-21) and 

(b) updating the buffer offset; (Col. 12, lines 16-61; Col. 46, lines 14-16) and 

(c) reading a second record at the updated buffer offset; (Col. 12, lines 16-61; 
Col. 25, lines 7-11; Col. 46, lines 14-16) and 

(d) verifying the media key with a second record by comparing the calculated 
media key with a reference media key. (Col. 9, line 14-29) 

As per claim 11: 
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Tagawa, Dolan and Ansell teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a method wherein the buffer offset is determined by 
the type and length of the first record of the media key block. (Col. 12, lines 16-61 ; Col. 
44, lines 15-21; Col. 46, lines 14-16) 
As per claim 12: 

Tagawa, Dolan and Ansell teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a method wherein the group of frames comprises 
less than one second to about five seconds of decompressed and decoded audio 
content. (Col. 15, lines 59-65) 
As per claim 38: 

Tagawa and Dolan teach all the subject matter as discussed above. Both 
references do not explicitly disclose a system wherein the security engine further 
comprises a random number generator, the generator utilizing two or more system 
timers to create the random number. 

Ansell in analogous art, however, discloses a system wherein the security engine 
further comprises a random number generator, the generator utilizing two or more 
system timers to create the random number. (Col. 9, lines 59-67) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa and 
Dolan to include a system wherein the security engine further comprises a random 
number generator, the generator utilizing two or more system timers to create the 
random number. This modification would have been obvious because a person having 
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ordinary skill in the art would have been motivated to do so, as suggested by, Ansell 
(Col. 2, lines 11-14) in order to have a system that restricts playback of the secure 
portable track and inhibit unauthorized copying. 
As per claim 39: 

Tagawa, Dolan and Ansell teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a system wherein the generator increases the 
natural frequency update of the timer ticks used to create the random number. (Col. 9, 
lines 59-67 and Col. 10, lines 1-8) 

9. Claims 33-34 and 36-37 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Tagawa et al. (hereinafter Tagawa) United States Letter Patent 
Number 6,832,293 in view of Dolan et al. (hereinafter Dolan) United States Letter Patent 
Number 5,604,801 and further in view of Turgeon United States Publication Number 
2003/0014371. 
As per claim 33: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system comprising one or more engines for processing and 
transmitting audio, video or images, each engine comprising a secure application 
programming interface, the secure interface(s) for accessing the encrypted content and 
keys of the medium. (Col. 1 1 , lines 65-67; Col. 12, lines 1 -5) 

Both references do not explicitly disclose a non-secure interface(s) for accessing 
the unencrypted content of the medium. 
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Turgeon in analogous art, however, discloses a non-secure interface(s) for 
accessing the unencrypted content of the medium. (Page 1, paragraph 12) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa and 
Dolan to include a non-secure interface(s) for accessing the unencrypted content of the 
medium. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so in order to make the system versatile 
by allowing access to demos and samples. 
As per claim 34: 

Tagawa, Dolan and Turgeon teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a system comprising a security manager module. 
(Col. 8, lines 64-67; Col. 9, lines 14-24) 
As per claim 36: 

Tagawa, Dolan and Turgeon teach all the subject matter as discussed above. In 
addition, Tagawa further discloses a system comprising a device driver, the security 
engine accessing the content and keys through the device driver. (Col. 39, lines 42-50) 
As per claim 37: 

Tagawa, Dolan and Turgeon teach all the subject matter as discussed above. In 
addition, Turgeon further discloses a system wherein each of the one or more engines 
for processing and transmitting audio, video or images further comprising a non-secure 
application programming for accessing unencrypted content of the medium. (Page 1, 
paragraph 12) 
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10. Claim 35 is rejected under 35 U.S.C. 103(a) as being unpatentable over Tagawa 
et al. (hereinafter Tagawa) United States Letter Patent Number 6,832,293 in view of 
Dolan et al. (hereinafter Dolan) United States Letter Patent Number 5,604,801 in view of 
Turgeon United States Publication Number 2003/0014371 and further in view of Ansell 
et al. (hereinafter Ansell) United States Letter Patent Number 6,367,019. 
As per claim 35: 

Tagawa, Dolan and Turgeon teach all the subject matter as discussed above. 
Neither of the references explicitly disclose a system wherein the secure interface(s) 
communicate with the security manager module and module communicates with the 
security engine. 

Ansell in analogous art, however, discloses a system wherein the secure 
interface(s) communicate with the security manager module and module communicates 
with the security engine. (Col. 12, lines 30-41; Col. 13, lines 1-26) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa, Dolan 
and Turgeon to include a system wherein the secure interface(s) communicate with the 
security manager module and module communicates with the security engine. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so, as suggested by, Ansell (Col. 2, lines 11-14) in 
order not to a system that restricts playback of the secure portable track and inhibit 
unauthorized copying. 
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1 1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See PTO Form 892. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady can be reached on 571-272-3819. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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